20354 Hamburg www.google.de
Germany

Google Germany GmbH : , - 1o Tel: +49 (0) 40 80 817 90 00
ABC-Stralte 19 : ¥, L ) i Fax: +49 (0) 4049219194

An den

Schleswig-Holsteinischen Landtag ] e
Innen- und Rechtsausschuss Schleswig-Holsteinischer Landtag

per Email: doerte.schoenfelder@landtag.itsh.de Umdruck 17/878

Hamburg, den 21.05.2010

Google Street View

Sehr geehrter Herr Rother,

ich schreibe Ihnen im Namen der fur Street View verantwortlichen Google Inc. (im Folgenden
auch kurz ,Google”) und danke Ihnen fiir Ihre Einladung an die Google Germany GmbH zur
Stellungnahme in der Sitzung des Innen- und Rechtsauschusses am 26.05.2010. Leider
kann an der Sitzung aus Termingrinden kein Vertreter von Google teilnehmen. Gleichwonhl

mdéchten wir Ihnen vor der Sitzung die folgenden Informationen ubermitteln:

Google  informiert in  dem  offiziellen Unternehmens-Blog  von Google
http://googleblog.blogspot.com/2010/05/wifi-data-collection-update.html laufend Gber den
aktuellen Status der Ihnen bekannten Diskussion Uber die WLAN-Daten. Der aktuelle Blog
Post lautet wie folgt (Ubersetzung kann bei Bedarf nachgereicht werden):

WiFi data collection: An update
5/14/2010 01:44:00 PM
Update May 17, 2010:

On Friday May 14 the Irish Data Protection Authority asked us to delete the payload data we
collected in error in Ireland. We can confirm that all data identified as being from Ireland was
deleted over the weekend in the presence of an independent third party. We are reaching out to
Data Protection Authorities in the other relevant countries about how to dispose of the
remaining data as quickly as possible.

You can read the letter from the independent third party, confirming deletion, here.

[original post]

Nine days ago the data protection authority (DPA) in Hamburg, Germany asked to audit the WiFi data
that our Street View cars collect for use in location-based products like Google Maps for mobile, which
enables people to find local restaurants or get directions. His request prompted us to re-examine
everything we have been collecting, and during our review we discovered that a statement made in

a blog post on April 27 was incorrect.

In that blog post, and in a technical note sent to data protection authorities the same day, we said that
while Google did collect Bifeifesiirieriinst SR mfsrirmeion b WiRRREIWark name) and MAC
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é iFi router) using Street View cars, we did not

addresses (the unigue number given to a device like a
collect payload data (information sent over the network). But it's now clear that we have been

mistakenly collecting samples of payload data from open (i.e. non-password-protected) WiFi networks,
even though we never used that data in any Google products.

However, we will typically have collected only fragments of payload data because: our cars are on the
move; someone would need to be using the network as a car passed by; and our in-car WiFi
equipment automatically changes channels roughly five times a second. In addition, we did not collect
information traveling over secure, password-protected WiFi networks.

So how did this happen? Quite simply, it was a mistake. In 2006 an engineer working on an
experimental WiFi project wrote a piece of code that sampled all categories of publicly broadcast WiFi
data. A year later, when our mobile team started a project to collect basic WiFi network data like SSID
information and MAC addresses using Google's Street View cars, they included that code in their
software—although the project leaders did not want, and had no intention of using, payload data.

As soon as we became aware of this problem, we grounded our Street View cars and segregated the
data on our network, which we then disconnected to make it inaccessible. We want to delete this data
as soon as possible, and are currently reaching out to regulators in the relevant countries about how to
quickly dispose of it.

Maintaining people’s trust is crucial to everything we do, and in this case we fell short. So we will be:

o Asking a third party to review the software at issue, how it worked and what data it gathered,
as well as to confirm that we deleted the data appropriately; and

e Internally reviewing our procedures to ensure that our controls are sufficiently robust to
address these kinds of problems in the future.

In addition, given the concerns raised, we have decided that it's best to stop our Street View cars
collecting WiFi network data entirely.

This incident highlights just how publicly accessible open, non-password-protected WiFi networks are
today. Earlier this year, we encrypted Gmail for all our users, and next week we will start offering an
encrypted version of Google Search. For other services users can check that pages are encrypted by
looking to see whether the URL begins with “https”, rather than just “http”; browsers will generally show
a lock icon when the connection is secure. For more information about how to password-protect your
network, read this.

The engineering team at Google works hard to earn your trust—and we are acutely aware that we
failed badly here. We are profoundly sorry for this error and are determined to learn all the lessons we
can from our mistake.

Posted by Alan Eustace, Senior VP, Engineering & Research

Wie sich aus dem Blog Post, welcher auch den deutschen Leitmedien breitenwirksam zur
Kenntnis gebracht wurde, ergibt, haben sich seit der letzten Sitzung des Innen- und
Rechtsausschusses neue Erkenntnisse (ber die Erfassung der WLAN-Daten ergeben. FUr
etwaige AuBerungen in der Sitzung im Hinblick auf die Erfassung von Payload-Daten, die
nicht der heute bekannten Sachlage entsprachen, bitte ich im Namen von Google um

Entschuldigung.

Wie Sie aus dem oben zitierten Blog Post ebenfalls entnehmen koénnen, sind die
Aufnahmefahrten fiir Street View derzeit unterbrochen (,As soon as we became aware of this

problem, we grounded our Street View cars [...]. (Ubersetzung des Unterzeichners: “Sobald wir von



Gougle“

diesem Problem Kenntnis erhalten haben, haben wir die Street View Autos angehalten.”). Die

Unterbrechung der Fahrten teilt Google auf seiner deutschen Street View Informationsseite

http://maps.google.de/intl/de/help/maps/streetview/where-is-street-view.html

bereits mit (,Derzeit sind die Fahrten bis auf Weiteres unterbrochen®). Die Fahrten werden
erst wieder aufgenommen, wenn die Street View Fahrzeuge so umgerUstet sind, dass
WLAN-Netzdaten entsprechend der oben von Google gemachten Zusage von den
Fahrzeugen nicht mehr erfasst werden.

Google befindet sich bereits im intensiven Austausch mit dem Hamburgischen Beauftragten
fir Datenschutz und fiir Informationsfreineit, um die noch offenen Fragen im Zusammenhang
mit der Erfassung und Speicherung privater WLAN-Netzdaten durch Google schnellstmbglich
zu kléren.

Gerne stehe ich (oder in meiner Abwesenheit meine Kollegen Per Meyerdierks oder Dr. Arnd
Haller) lhnen fur Ruckfragen unter legal-de@google.com oder telefonisch unter
040/808179239 zur Verflgung.

Mit freundlichen Grlif3en,




